
App Questionnaire

We highly encourage developers to fill out the App Questionnaire document and provide it to their prospective and installing customers. This questionnaire covers common questions customers ask such as how the app connects to Epic, security practices, patient safety, scalability, and more. Answering these questions helps instill Customers with confidence that Apps they choose are created in a safe and sustainable manner. Epic Customers use these to inform procurement and security evaluations prior to installing the app.

Answer each question below as it applies to your app. Questions that begin with “If your app uses…” only need to be answered when that technology applies to your app. You can type/select answers directly in this document.
☐  Select all that apply        ○  Select one        Tip:  Guidance for answering the question
	App name:
	
	Organization:
	

	Completed by:
	
	Email:
	

	Phone:
	
	Date:
	


  Preliminary
1.	Select which of the following expectations your app adheres to
Select all that apply.
	Tip: Review our App Developer Guidelines



☐	The App properly incorporates its assigned client ID into all API calls and uses of other technologies that support client IDs.
☐	The App does not display advertisements of any nature within any Epic Software user interface.
☐	The App does not copy source code, data structures, or user interfaces from another App or Epic product without the owner’s prior written permission.
☐	The Developer or App does not provide third parties or third-party products direct or indirect access to or use of Epic Materials, Epic Services, or Epic Software, except as permitted by Epic in writing.
☐	The documentation for the App clearly and prominently discloses any access or potential access that the App may have to third-party content or data in an Epic Environment.
☐	The documentation for the App clearly and prominently discloses any amount that a user of the App may be required to pay to download, install, or otherwise use the App
☐	If you did not select certain options here, please explain why:
	

	

	



2.	At a high level, describe your app's overall use case and integration points.
	Tip: Keep this high level about your overall workflow. You'll provide more details on how you use each specific integration technology later in the questionnaire. Describe the integration factually and avoid fluffy marketing language.



	

	

	

	


3.	Select all the user types your app encompasses.
Select all that apply.
	Tip: Refer to the user type you selected on your app listings. If your product consists of multiple components with different user types, list them all here.



	☐	Clinicians, Staff, or Administrative Users
	☐	Patient Contacts

	☐	Backend Systems
	☐	Patients


4.	What type of healthcare provider or patient uses your app? Describe how these users interact with your app
	Tip: You selected your application's user contexts above. Use this question to describe your target audience and what they do to interact with your app. (E.g. Provider specialties/patients with X conditions - Interact via a web app to enter/review Y information)



	

	

	

	


5.	Select all the technologies that the app uses to integrate with Epic
Select all that apply.
	Tip: 
Incoming APIs:
1. Select this option if any incoming APIs are listed for the app.
Outgoing APIs:
1. Select this option if the app uses any outgoing APIs to receive data from Epic.
Interfaces:
1. This option does not cover integration through web services (incoming or outgoing). The most common interface example is HL7v2.
SSO example:
1. SMART on FHIR launch from Hyperspace, MyChart, Haiku, etc.
1. Standalone launch from outside of Epic apps.
1. SAML
Content Import Only:
1. Select this option if your app is only to provide content that’s importable by customers such as by following an import specification or XML Content Schema
Subspace Events:
· Select this option if your app uses Subspace events (aka FHIRCast)




☐	Incoming APIs
☐	Outgoing APIs
☐	Interfaces	
☐	Single Sign-on (SSO)
☐	Content Import
☐	Subspace Events
☐	Robotic Process Automation (RPA) or Screen Scraping
☐	Other integration methods not listed above are described here:
	


6.	Are any of your app's integration points optional? If so, why?
	

	

	

	


7.	If your app uses Incoming APIs, describe how Incoming APIs are used in your app.
	Tip: Describe the data you pull/write with these APIs and why.



	

	

	

	


8.	If your app uses Outgoing APIs, describe how Outgoing APIs are used in your app.
	Tip: These are all selectable on your app listing. This does not include outgoing HL7v2 interfaces.



	

	

	

	


9.	If your app uses CDS Hooks, describe how CDS Hooks is used in your app.
	Tip: For tips on implementing this with customers, vendors can reference Implementing a CDS Hooks App



	

	

	

	


10.	If your app uses interfaces, select all the interfaces the app uses to integrate with Epic.
Select all that apply.
	Tip: In this context, an incoming message is incoming to Epic, and an outgoing message is outgoing from Epic.



☐	HL7v2 Outgoing Patient Administration (ADT)
☐	HL7v2 Incoming Ancillary Orders and Results
☐	HL7v2 Incoming Imaging Orders and Results
☐	HL7v2 Incoming Scanned Document Link
☐  HL7v2 Incoming Transcriptions
☐	HL7v2 Incoming Orders from CPOE
☐	HL7v2 Outgoing Imaging Orders and Results
☐	HL7v2 Outgoing Ancillary Orders
☐	HL7v2 Outgoing Lab Results
☐	HL7v2 Outgoing Appointment Scheduling
☐	HL7v2 Outgoing Case Scheduling
☐	X12 278
☐	Other HL7:
	


☐	Other X12:
	


☐	Other:
	


11.	If your app uses interfaces, describe how interfaces are used in your app.
	Tip: Include details like the workflows in which they are used and which datapoints you read/write with the interfaces and why.



	

	

	

	


12.	If your app uses Single sign-on (SSO), which types of users use SSO in your app?
Select all that apply.
☐	Clinicians, Staff, or Administrative users (Provider-facing)
☐	Patients
13.	If your app uses clinician-facing SSO, what types of SSO launches does that app support?
Select all that apply.
☐	OAuth 2.0 EHR Launch (Launch from Hyperspace, Haiku, etc.)
☐	OAuth 2.0 Standalone Launch
☐	Other:
	


14.	If your app uses patient-facing SSO, what types of SSO launches does that app support?
Select all that apply.
☐	OAuth 2.0 EHR Launch (Launch from MyChart)
☐	OAuth 2.0 Standalone Launch
☐	Other:
	


15.	If your app uses Subspace, describe how Subspace events are used in your app. 
	Tip: Customers can refer to the FHIRcast Integration Strategy, Implementation, Setup and Support Guide for information on configuring this in Epic.



	

	

	

	


16.	If your app uses RPA or screen scraping, describe how it is used in your app
	

	

	

	


17.	If your app provides importable content, describe the content your product provides, including whether it uses a particular Epic import specification or content schema
	

	

	

	


18.	If your app provides importable content, describe the timing and frequency of your imports.
	

	

	

	


19.	What types of data mapping or translation must happen during the install?
	Tip: Examples:
1. OIDs for specific identifiers.
1. Preference list mapping for procedure/medication identifiers
1. LOINC Codes
1. CPT Codes
1. Note types or document types



	

	

	

	


20.	Describe or link to your project planning materials & timelines
	

	

	

	


21.	Describe your training materials for your app.
	

	

	

	


  Privacy & Data Use Requirements	Comment by Chris Cameron: Let’s remove this question from here. I don’t want public documentation that could be interpreted as that this is a viable path.

22.	Does the app write data to a customer's Epic software?
Select one.
	Tip: Answer "Yes" if the app uses any create, update, set, or other incoming to Epic APIs, interfaces, etc. that write data to a customer's Epic database (whether the app or Epic is initiating communication).



○	Yes
○	No
23.	Explain the data written by the app and the methods used to write it.
	Tip: For each data point written, explain the mechanism by which the data is written. If you use many APIs, you do not need to explicitly state all of them here. Keep in mind that your answer may be read by a customer executive.
Examples:
1. Wound measurements written through a FHIR API
1. Summarized clinical note, written through a transcription interface



	

	

	

	


24.	Does the app read data from a customer's Epic software?
Select one.
	Tip: If the app uses any APIs (incoming to or outgoing from Epic), interfaces, launch tokens, patient context, flat files, etc. that provide the app with data from a customer's Epic database (whether the app or Epic is initiating communication), answer "Yes".



○	Yes
○	No
25.	Explain the data read and the methods used to obtain it.
	Tip: For each type of data being retrieved, explain the mechanism by which the data is retrieved. If you use many APIs, you do not need to explicitly state all of them here. Keep in mind that your answer may be read by a customer executive.
Examples:
1. Heart rate and blood pressure from a FHIR API
1. Patient demographic data, received through ADT interface
1. All lab results from Kit



	

	

	

	


26.	How is data processed by the app?
Select one.
○	Data is processed and, if retained, retained in the country of origin.
○	Data is processed and retained on-premises in the customer's network.
○	Data is processed and, if retained, may be retained outside the country of origin.
○	Data is processed by the app in session and then immediately deleted.
○	Data is not processed by the app.
○	Other:
	


27.	If data is processed by the app, how long is data that is processed retained by the app?
Select one.
○	Indefinitely, until the customer requests deletion of the retained data.
○	The app retains data for the following amount of time:
	


○	For a length of time as defined in the customer's agreement. The maximum length of time that data is retained is:
	


○	Other:
	


28.	If data is processed by the app, what will happen to that data if your company merges, dissolves, or is acquired?
Select all that apply.
☐	Customer agreements will be upheld by the acquiring company or new company in the event of a merger or dissolution.
☐	Data will be provided to the customer in the event of a dissolution.
☐	Data will be permanently deleted in the event of dissolution.
☐	Other:
	


29.	Do you obtain consent from the app's consumers to read or write data from its Epic software including any secondary use or access to the data?
Select one.
○	Yes
○	No. We do not read or write data from Epic software.
○	No. The customer is in control of the data the application accesses.
○	No. Data is read or written, and consent is not obtained from the app's consumers for the reason(s) described here:
	


30.	How do you obtain consent for the patient data that the app accesses?
Select all that apply.
	Tip: 
Implied consent:
1. Patient is not directly asked for consent specific to your app
1. The healthcare organization acquires consent from the patient for use of their data with business associates. Your BAA with the customer governs this agreement.
Explicit consent:
1. Patient is directly asked to provide consent



☐	Implied consent covered in the customer's agreement
☐	Implied consent, covered outside of the customer's agreement and described here:
	


☐	Explicit written patient consent
☐	Explicit patient consent obtained through Standalone OAuth
☐	Explicit patient consent obtained in the following way:
	


☐	N/A - The app does not access patient data
31.	Does the primary use of your app include sharing data with other entities?
Select one.
	Tip: This should be in line with your app's Data Use Policy. Some examples include:
1. Communicating with patients via SMS text messages (this involves sharing data with cell phone carriers)
1. Sharing data with payers to facilitate closing care gaps.
1. Receiving prior authorization for a service
1. Other related use cases



○	No
○	Yes, the primary purpose of the app includes sharing data with other entities agreed upon in customer agreements, and is described here:
	

	

	

	


○	Yes, the primary purpose of the app includes sharing data with other entities, and is described here:
	

	

	


32.	Is there any secondary usage of the data the app collects other than internal product improvement?
Select one.
	Tip: Example: Using the data obtained to train a different predictive model.



○	No
○	Yes, there is secondary usage of the data the app collects, described here:
	


33.	Is any of the data obtained by the app sold?
Select one.
○	No
○	Yes, data obtained by the app is sold with consent from the app's consumers.
○	Yes, data obtained by the app is sold without consent from the app's consumers, as described here:
	


34.	Is any of the data obtained by the app used for consumer marketing or advertising?
Select one.
○	No
○	Yes, data obtained by the app is used for consumer marketing or advertising with consent from the health system or the patient.
○	Yes, data obtained by the app is used for consumer marketing or advertising without consent from the health system or patient, as described here:
	


35.	Select which of the following Privacy and Data Use Standards your app adheres to
Select all that apply.
	Tip: For additional details, review the Privacy and Data Use Standards section of the App Developer Guidelines



☐	If the app is used by patients, the Developer has clearly, accurately, and completely responded to the Data Use Questionnaire.
☐	The Developer provides Patient Users and Customers with a clear and understandable data use or privacy policy that includes the details outlined in the App Developer Guidelines.
☐	The Developer or App obtains consent from Patient Users and Customers to obtain, write, or retain Data and for any secondary use of or access to Data, including transfer to or use by a third party or third-party product.
☐	The Developer or App accesses and uses Data appropriately, as described in the App Developer Guidelines
☐	When the Developer or App uses, retains, or distributes Data, the Developer or App documents who used, retained, or distributed data and for what purpose.
☐	The Developer or App provides patient and customer users access to data usage documentation upon request, and doesn’t prohibit customers from sharing that documentation with Epic
☐	The Developer or App provides a clear and prominent method for Patient Users and Customers to stop the App from reading, writing, or retaining Data and to delete or correct retained Data.
☐	The Developer obtains updated consent to obtain, write, or retain additional Data for additional secondary uses. The developer provides any patient users with options to decline or revoke previously given consent.
☐	If you did not select certain options here, please explain why:
	

	

	



  Safety Requirements
36.	Select all methods your organization uses for the intake or identification of issues.
Select all that apply.
	Tip: If your organization's process for identifying issues is documented elsewhere, feel free to provide a link in the final response option.



☐	The app is tested on a regular basis to identify issues.
☐	Automated testing is performed on a regular basis to identify issues.
☐	There exists a path for allowing end users to report issues with the app.
☐	There exists a path for allowing customer IT staff to report issues with the app.
☐	There exists an escalation path for customer staff to report critical issues.
☐	The organization has a different process for intaking or identifying issues:
	


☐	There is not currently a process for identifying issues with the app, for the reason(s) described here:
	


37.	Select all methods your organization uses when working to resolve a critical issue, such as a patient safety concern or financial risk.
Select all that apply.
☐	The affected customer(s) is provided with a mitigation strategy.
☐	Fixes can be delivered in a regularly scheduled update.
☐	Fixes can be delivered in an ad-hoc update, or "hot fix."
☐	A root cause analysis is performed.
☐	The organization uses the following methods when working to resolve a critical issue:
	


38.	What is your initial notification timeline for notifying affected or potentially affected customers of a critical issue?
Select all that apply.
	Tip:  If your timelines are specific per customer, select the “Client specific” option, and select an upper bound for your communication timeline (the longest time you’d go before notifying)



☐	Within an hour of critical issue discovery
☐	Within a day
☐	Within two days
☐	Within three days
☐	Within one week
☐	Within two weeks
☐	Within a month
☐	Longer than a month
☐	Client specific, upper bounds provided
☐	No notification of the critical issue is provided to affected or potentially affected customers, for the reason(s) described here:
	


39.	How often do you provide updates to affected or potentially affected customers as you work to resolve a critical issue?
Select all that apply.
	Tip: Timelines refer to business hours.
If your timelines are specific per customer, select the “Client specific” option, and select an upper bound for your communication timeline (the longest time you’d go between updates)



☐	Updates are provided every hour or less.
☐	Every 3 hours or less
☐	Every 6 hours or less
☐	Every 12 hours or less
☐	Every 24 hours or less
☐	Every 48 hours or less
☐	Every 72 hours or less
☐	Updates may be provided at intervals greater than 3 days.
☐	Client specific, upper bounds selected above
☐	No update frequency is currently defined, for the reason(s) described here:
	


40.	Select all methods your organization uses to proactively communicate critical issues to customers.
Select all that apply.
	Tip: If a critical issue with the app is identified, how do you communicate the issue to all the customers that are using the app.



☐	Email notification
☐	Phone call to pre-identified customer contact
☐	Website/portal post
☐	Specific error messages in the app's UI with resolution instructions or people to contact
☐	Other methods, as described here:
	


41.	Select which of the following Safety Standards your app adheres to:
Select all that apply.
	Tip: For additional details, review the Safety Standards section of the App Developer Guidelines.



☐	If the App permits an end user to select options from a list, then the App makes obvious to end users that they are selecting from a list. The App is transparent in any calculations that it makes, and it allows end users to review data that they enter into the App and make corrections as needed.
☐	The App expects that end users or systems will behave unexpectedly and gracefully manage errors, guiding end users to appropriate error resolution.
☐	The App reasonably adheres to usability standards that impact patient safety.
☐	The App displays data that is accurate and easy to access.
☐	If the App assists clinicians with patient-care decisions, the App displays any medications from ISMP’s list of commonly confused drug names using TALLman lettering.
☐	The App is designed with the expectation that end users or systems will experience interruptions, and it gracefully manages such interruptions.
☐	If you did not select certain options here, please explain why:
	

	

	



42.	Select which of the following Patient Searching and Matching Standards your App adheres to:
Select one.
	Tip: For additional details, review our recommendations for strong patient matching criteria.



○	The App follows Epic's recommendations for patient search and patient identity maintenance workflows.
○	The App uses the following strategy for patient search and patient identity maintenance:
	


  Security Requirements
43.	If the app is designed to be embedded in Epic, is the app frameable?
Select one.
	Tip: Review Embedding your web app in Hyperspace for details on creating frameable apps. Details on the %CLIENTHOSTSOURCE% token can be found in the Token Library.



○	N/A - The app is designed to be launched from Epic into an external window.
○	Yes, the app is frameable only when the host is identified by using the %CLIENTHOSTSOURCE% token.
○	Yes, the app is frameable when launched from Epic.
○	No, for the reason(s) described here:
	


44.	What network architecture does the app use?
Select all that apply.
	Tip: Select all options that apply to the various implementations of your application.



☐	Cloud-hosted
☐	Installed on-premises
☐	Requires hardware to be installed on-premises
45.	If your app uses interfaces, how is your organization able to secure interface communication between the app and the customer?
Select all that apply.
☐	HL7v2 over HTTPS
☐	TCP/IP over VPN
☐	IP allow-list with TLS
☐	On-premises communication is not secured because the app is always installed in the same network zone as Epic.
☐	Other:
	


46.	Select which of the following Security Standards your app adheres to:
Select all that apply.
	Tip: For additional details, review the Security Standards section of the App Developer Guidelines.



☐	The App encrypts data stored in non-volatile storage using industry-standard encryption algorithms.
☐	Where applicable, the App follows best practices for user/API authentication, and handling/protecting user and authentication credentials.
☐	The App accounts for and regularly tests for security vulnerabilities and performs cryptography and authentication operations using established software packages.
☐	The App supports securing and sending/receiving data secured with the TLS 1.2 or higher encryption protocol. The App verifies that the server’s TLS certificate is valid and signed by a certificate authorized, recognized, and trusted by the host operating system.
☐	If you did not select certain options here, please explain why:
	

	

	



47.	Does the App authenticate with OAuth 2.0?
Select one.
	Tip: If your app does not authenticate with OAuth 2.0 in all or some scenarios, explain why. (E.g. Not all the APIs used by the app support OAuth 2.0)



○	Yes.
○	Yes, in some cases
○	If not, why not?
	


  Reliability & Scalability Requirements
48.	Describe the number of API calls the app makes per user or patient workflow.
	Tip: Reference the APIs by name to help us better understand your integration. Outgoing APIs and interface messages should also be accounted for here where applicable.
Using your response here, we should be able to immediately know, or perform a simple calculation to determine, the number of API calls made by the app per user or patient workflow.



	

	

	

	


49.	Does the app make scheduled API calls?
Select one.
○	Yes
○	No
50.	When are the scheduled calls made?
	

	

	

	


51.	Describe the number of API calls the app makes per scheduled event. Include which APIs are called and why.
	Tip: Using your response here, we should be able to immediately know, or perform a simple calculation to determine, the number of API calls made by the app per scheduled event. Additionally, you should reference the APIs by name to help us better understand your integration.
For recurring jobs or tasks that run from your system and make API calls, please indicate the average number of API calls that are made for each scheduled event.
Scheduled interface messages should also be accounted for here, when applicable.



	

	

	

	


52.	Is the app only for use in certain countries?
Select one.
○	No, the app is available in any country.
○	Yes, the app is only available in the United States.
○	Yes, the app is only available in the following countries:
	


53.	How does your organization provide support for the app?
Select all that apply.
	Tip: Typical support channels include:
1. Support over email
1. Support via phone/helpdesk
1. Customer ticketing system



☐	Support is provided to the app consumers during normal business hours.
☐	Support can be provided to the app consumers after hours and on holidays.
☐	Support varies per customer and is documented in our customer-specific agreements.
☐	Support is provided to the app consumers through the following channels:
	



☐	Our organization does not provide support for the app for the reason(s) described here:
	


54.	Are any user workflows synchronous? In other words, if a user action triggers an API call, does the user have to wait for that call to complete before continuing?
Select one.
○	Yes.
○	No.
55.	Explain the synchronous workflow and its default timeouts.
	

	

	

	


56.	As usage of the app increases, what is your strategy for scaling resources to maintain performance?
	

	

	

	


57.	Do you have a way to keep track of your app’s performance metrics and response time?
Select one.
○	Yes.
○	No.
○	N/A.
58.	Can you throttle and monitor API call volumes if necessary?
Select one.
○	Yes.

○	No.
○	N/A.

  Data & System Integrity Requirements
59.	Does the app require or assume any third-party software, hardware, modules, or features to be installed to function?
Select one.
○	No
○	Yes, the app has the following third-party dependencies:
	


60.	Select which of the following Data and System Integrity Standards your app adheres to
Select all that apply.
	Tip: For additional details, review the Data and System Integrity Standards section of the App Developer Guidelines



☐	The App has backward compatibility when features are updated that could still reference older data structures.
☐	The App does not imitate, bypass, or interfere with third-party products or Epic Software in a way that may confuse users or lead users to falsely believe that the App is another product or has the capabilities of another product.
☐	The App, and/or your documentation on the app, appropriately manages users’ assumptions and expectations of healthcare software to avoid negative outcomes. IE: The App is clear in what workflows the app can or cannot accomplish.
☐	If you did not select certain options here, please explain why:
	

	

	



61.	In the event of an extended outage of your application, what processes are in place or what actions can be taken to minimize impact on users?
Select all that apply.
☐	We have internally documented disaster recovery processes
☐  We have designated disaster recovery personnel responsible for key decision-making during outages.
☐	We can keep the app available to users for read-only access
☐	We can fail over affected customers to a backup database or instance of the app
☐	Backups of our production database are created at the following frequency:
	


☐	Backups of our production database are kept for the following length of time:
	


☐	We verify the integrity of our production database backups at the following frequency:
	


☐	Other methods, as described here:
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